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Configuration of VPN in MAC OS X

Author: IT Services

Date: 26/08/2021

Objective: Configuration of VPN network in MAC OS X.
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1 Introdution

This document has the main goal to explain the process of
configuring the access to VPN wireless network on MAC 0OS X
environment.
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2 Configuration

Download and install Tunnelblick Client.

1. Download the latest version Tunnelblick for MAC from:
https://tunnelblick.net/downloads.html.

| We need translators for several languages

Tunnelblick free software for OpenVPN on OS X and macOS

Home Downloads Support Documents Issues Source Contribute Contact

On This Page

Release Downloads Release Downloads
Verifying Downloads
User Contributions To be notified of new releases, use Tunnelblick's built-in update mechanism or subscribe to the Tunnelblick Announce Mailing List

Download Integrit
Ay, Beta versions are suitable for most users. See Stable vs. Beta for details

Beta Tunnelblick 3.7.2beta03 (build 4840, OS X 10.7.5+, Intel-64 only) released 2017-06-21 Release Notes
SHA1: bbf0c18db89761e36bafcIec339953824d3c0e2a MDS: 18b2273d8024cacd7668bb891585df0
SHA256: b489b: 9efb18e 271b76a268f333064

Stable Tunnelblick 3.7.1b (build 4813, OS X 10.7.5+, Intel-64 only) released 2017-06-21 Release Notes
SHA1: d8355dd8a167369beb192d7ee3a87e008eafb9b0 MD5: 6db7e74b81d8daef34f9ad011alafe00

SHA256: 60419937cbT. 1 1231a 1295b1

Uninstaller Plea d Uninstalling Tunnelblick before using Tunnelblick Un er
Tunnelblick Uninstaller 1.8 (build 4405, 0s X 10.4+) released 2015-09-30 Release Notes
SHA1: c9d094 6. 2! 2829 MD5: 7b35e3ffd1361296692c82f37¢372d81
SHA256 19a4f8b17bbe2574ebb

Older See the Deprecated Downloads page. Includes versions for OS X 10.4 - 10.7 4.
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2. Put the file in the Applications folder and Install the file
Tunnelblick.*.*.dmg file.
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3. Access to _https://193.136.119.130:8443/ and login with your
credentials from NovaIMS (username and password).

English v

P Pe ael

Usemame

Password
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4, Select "SSL VPN"” and then download the configuration for
“Other OSs”.

SOPHOS User Portal for rsantos@isegi.unl.pt
Home

Personal SSL VPN Client

Download Client

SSLVPN

& o lient and ti i
Internet Usage
SMTP Quarantine & Download Configuration for Windows
Logout
Gt & Downl nfigurati Other 0S:
& Download Config
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5. Double Click on the configuration file it will open in
Tunnelblick.
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6. Click on Connect.
@ ® sophos__ssl_vpn_config: Disconnected - Tunnelblick
@ @ L] R O (2]
Configurations Appearance Preferences Utilities Info Enter admin mode

¥ Configurations Settings
2017-03-21 22:08:27 library versions: OpenSSL 1.0.2k 26 Jan 2017, LZO 2.09
2017-03-21 22:08:27 MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:1337
2017-03-21 22:08:27 Need hold release from management interface, waiting...
2017-03-21 22:08:27 *Tunnelblick: openvpnstart starting OpenVPN
2017-03-21 22:08:28 *Tunnelblick: Established communication with OpenVPN
2017-03-21 22:08:28 MANAGEMENT: Client connected from [AF_INET]127.0.0.1:1337
2017-03-21 22:08:28 MANAGEMENT: CMD 'pid'
2017-03-21 22:08:28 MANAGEMENT: CMD 'state on'
2017-03-21 22:08:28 MANAGEMENT: CMD 'state’
2017-03-21 22:08:28 MANAGEMENT: CMD 'bytecount 1'
2017-03-21 22:08:28 MANAGEMENT: CMD 'hold release'
2017-03-21 22:08:30 *Tunnelblick: Disconnecting; user cancelled authorization
2017-03-21 22:08:30 *Tunnelblick: No 'pre-disconnect.sh' script to execute
2017-03-21 22:08:30 *Tunnelblick: Disconnecting using 'kill'
2017-03-21 22:08:30 MANAGEMENT: Client disconnected
2017-03-21 22:08:30 ERROR: could not read Auth username/password/ok/string from management interface
2017-03-21 22:08:30 Exiting due to fatal error
2017-03-21 22:08:31 *Tunnelblick: No 'post-disconnect.sh' script to execute
2017-03-21 22:08:31 *Tunnelblick: Expected disconnection occurred.

ERERE - 2 ? Copy Diagnostic Info to Clipboard Connect
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7. You will see Connected at the top of the screen.

I e T OO e O = TR oTETeR
¥ Configurations Log  Settings
sophos_ssl|_vpn_confi ——
—— - 34 MANAGEMENT: >STATE: 1490114434, GET CONFIG...
35 SENT CONTROL fficat ): 'PUSH_REQUEST (status=1)

2017-03-21 22:10:36 PUSH: Received control message: 'PUSH_REPLV route-gateway 10. 512345 ping 45,ping-restart 180,route 172.16.16.16 255.255.255.255 topology subnet,route remote_host
255.255.255.255 net_gateway,inactive 900 7680, fconfig 10.81.234.6 265.255.255.0'
2017-03-21 22:10:36 OPTIONS IMPORT: timers and/or timeouts modified
2017-03-21 22:10:36 OPTIONS IMPORT: ~ifconfig/up options modified
2017-03-21 22:10:36 OPTIONS IMPORT: route options modified
2017-03-21 22:10:36 OPTIONS IMPORT: route-related options modified
2017-03-21 22:10:36 Opened utun device utun0
2017-03-21 22:10:36 do_ifconfig, tt->ipv6=0, tt->did_ifconfig_ipvé_setup=0
2017-03-21 22:10:36 MANAGEMENT: >STATE:1490114436, ASSIGN_IP, 10.81.234.6,
2017-03-21 22:10:36 /sbin/ifconfig utun0 delete
ifconfig: ioctl (SIOCDIFADDR): Cant assign requested address
36 NOTE: Tried to elete pre-existing tun/tap instance — No Problem it failure
36 /sbin/ifconfig utun0 10.81.234.6 10.81.234.6 netmask 255.255,255.0 mtu 1500 up
:36 /sbin/route add -net 10.81.234.0 10.81.234.6 255.255.255.0
add net 10.81.234.0: gateway 10.81.234.6
2017-03-21 22:10:36 /Applicati i /C: 0 tunnelblick.sh -9 -d -f -m -w utun0 1500 1572 10.81.234.6 255.255.255.0 init
Start of output from client up tunnelblick sh
NOTE: No network configuration changes need to be made.
WARNING: Will NOT monitor for other network configuration changes.
WARNING: Will NOT disable IPv6 settings.
DNS servers '192.168.1.1' will be used for DNS queries when the VPN is active
NOTE: The DNS servers do not include any free public DNS servers known to Tunnelblick. This may cause DNS queries to fail or be intercepted or falsified even if they are
directed through the VPN Specify only known public DNS servers or DNS servers located on the VPN network to avoid such problems.
Flushed the DNS cache via dscacheuti
lusrisbin/discoveryutil not present. Not flushing the DNS cache via discoveryutl
Notified mDNSResponder that the DNS cache was flus

2017-03-21 22:
2017-03-21 22:
2017-03-21 22:

2017-03-21 22;
2017-03-21 22:

2 MANAGEMENT: >STATE:1490114442,ADD_ROUTES,,,
2 /sbinfroute add -net 10.198. 67 59 192.168.1.1 256.255.255.255

‘add net 10.198.67.59: gateway 192.168.1.1
2017:03:21 22:10:42 sbinfoute add -net 172.16.16.16 1081 236 5255 255.255.255

Gd net 172.16.16.16: gateway 10.81.234.

2017:03-21 22:10:42 Isbinroute add -net 10.198.67.59 192.168.1.1 255 255.255.255

route: writing to routing socket: File exists

add net 10.198.67.59: gateway 192.168.1.1: File exists
2017-03-21 22:10:42 Initialization Sequence Completed
2017-03-21 22:10:42 MANAGEMENT: >STATE:1430114442, CONNECTED,SUCCESS, 10 81.234.6,10.198.67.59
2017-03-21 22:10:42 *Tunnelblick: No ‘connected.sh' script to execute
2017-03-21 22:10:56 *Tunnelblick: This computer's apparent public IP address (125.18.184.51) was unchanged after the connection was made

+[ = v 2 Copy Diagnostic Info to Clipboard Disconnect

For other information, please contact IT Services: si@novaims.unl.pt
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